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Defining the goal
1. Call attention to a problem
2. Maintain SLAs
3. Formalize re-assigning of resources for urgent tasks
4. Document unplanned work
5. Record anything that affects CIA(A)



Kinds of events and incidents
1. Technical issues with the infrastructure/codebase
2. Phishing
3. Malware on devices
4. Physical safety issues
5. Security breaches
6. Unlocked PC
7. …











Responding to incidents
1. Manual or automatic routing system for incidents
2. On-call and standby employees
3. Clear rules for prioritization based on triage and type of incident
4. Special authorization for incident responders to act b4 higher ups can be reached
5. Incident Commander - the person trough which all communication regarding an 

incident flows within the organization.



Learning from incidents
1. Incident log and statistics
2. Post-mortems
3. Case Studies based on the above
4. Onboarding “challenges” for new team members



Reporting to Sicert 
1. Nis2/Zinf-1 important entity obligation
2. Anyone can report it to them
3. https://www.cert.si/prijava-incidenta/

https://www.cert.si/prijava-incidenta/



